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WHY TAKE THE TROUBLE?
➤ ALL states have breach/

notification laws

➤ Law firms are businesses and 
so come under the breach/
notification laws

➤ In Texas, the breach/
notification laws are in 
Tex.Bus&Comm.Code

➤ On top of that, there is Texas 
DR 1.05 (Confidentiality of 
Information)



THE ASPECTS OF 
CYBERSECURITY











ENCRYPTION





“All 50 states have a safe harbor 
exception for encrypted data.

- Ronald Chichester 



http://www.ncsl.org/research/telecommunications-and-information-technology/security-breach-notification-laws.aspx



“But that safe harbor is limited in 
some states (such as Texas).

- Ronald Chichester



“In Texas, the safe harbor does not 
apply if the encryption was past tense 
or future tense.

- Ronald Chichester



Encrypted Data



Encrypted Data

+



Encrypted Data

+
an (available) Key



Encrypted Data

+
an (available) Key

=
No Safe Harbor



Decrypted Data



Decrypted Data

+



Decrypted Data

+
Hack



Decrypted Data

+
Hack

=
No Safe Harbor



TEXAS DR 1.05



TEXAS DR 1.05

(a) “Confidential information” includes both “privileged 
information” and “unprivileged client information.” 
“Privileged information” refers to the information of a client 
protected by the lawyer-client privilege of Rule 503 of the 
Texas Rules of Evidence or of Rule 503 of the Texas Rules 
of Criminal Evidence or by the principles of attorney-client 
privilege governed by Rule 501 of the Federal Rules of 
Evidence for United States Courts and Magistrates. 
“Unprivileged client information” means all information 
relating to a client or furnished by the client, other than 
privileged information, acquired by the lawyer during the 
course of or by reason of the representation of the client.



TYPES OF DATA DIFFER
…between Tex.Bus.&Comm.Code and DR 1.05
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DOING IT RIGHT…
➤ Two main types of encryption:

➤ Single-key encryption

➤ Dual-key (aka public/private key encryption)

➤ Determine client needs

➤ Engagement letter

➤ Cost + key/password management

➤ Devise practice/policy for handling data at the firm

➤ Encrypt at rest! (present tense)

➤ Encrypt backups!!

➤ Don’t forget about the indexes!!!
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VERY SIMPLE (STEP-BY-STEP) EXAMPLE…

➤ ronaldchichester.com 

➤ Presentation 

➤ 2019 

➤ Essentials of Business Law 

➤ Encryption

➤ This is an example of a single-key encryption scheme that 
can be used within your firm and your clients (at no cost)

http://ronaldchichester.com


http://ronaldchichester.com



FIREWALLS









“Well, I had talked to some experts, and I was fully 
expecting maybe a week, maybe never, certainly 
not less than a day," McGill told NPR's Ari 
Shapiro. "But it came a lot sooner. It was 41 
minutes. [The second attempt was] within 10 or 
15 minutes [and the third was] another 10 or 15."

-An Experiment Shows How Quickly The 
Internet Of Things Can Be Hacked 

https://www.npr.org/sections/alltechconsidered/2016/11/01/500253637/an-experiment-shows-how-quickly-the-internet-of-things-can-be-hacked
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In addition…



…you can have your own VPN
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https://www.pfsense.org/

https://www.untangle.com/get-untangle/
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OPEN SOURCE SOFTWARE…

https://opnsense.org/

http://ipcop.sourceforge.net/

http://www.smoothwall.org/
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YOU CAN EVEN HAVE CLOUD FIREWALLS

https://www.hpe.com/us/en/insights/articles/understanding-cloud-based-firewalls-1702.html



http://ronaldchichester.com





QUESTIONS?



Ronald Chichester 

ron@texascomputerlaw.com 

713-302-1679


